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(57) Abstract: The invention 
concerns a method for controlling 
devices in a home network 
by a control device through a 
home access server. The method 
comprises the steps of: providing, 
in the home access server, a 
plurality of generic user control 
protocol pages for each functional 
component type defined by the 
home network specification; 
discovering, by the home access 
server, of functional components 
modules in the home network; 
upon selection of a functional 
component module through the 
control device, instantiation of 
generic user control protocol pages 
corresponding . to said selected 
functional component module as 
a function of parameters of said 
selected functional component 
module. The invention also 
concerns a home access server 
device. 
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Method and device for controlling a home network from an external 
communication network 



5 

The present invention concerns the control of a home network, in particular a 
HAVi network, such as specified in the Home Audio/Video interoperability specification 
version 1.0 beta+ of October 23, 1998, from a device external to the network such as a 
PC connected to the Internet. The invention concerns both the control method and a 
10 device for implementing this method. 

The home network architecture allows any connected device to inter-operate 
across a medium (an IEEE 1394 serial bus for instance) using a command language as 
specified by HAVi, AV/C CTS or CAL. An in-home network that has to be connected to 
15 the external word has to contain a "home network access" device. The role of this 
access device is to allow a communication between an in-home device, part of the 
home network, and an external device, not part of the home network, according to a 
particular protocol technology, such as the Internet network protocols. 

20 The object of the invention is a method for controlling devices in a home 

network by a control device through a home access server, characterized in that it 
comprises the steps of: 

-providing, in the home access server, a plurality of generic user control 
protocol pages for each functional component type defined by the home network 

25 specification; 

-discovering, by the home access server, of functional components modules 
in the home network; 

-upon selection of a functional component module through the control 
device, instantiation of generic user control protocol pages corresponding to said 
30 selected functional component module as a function of parameters of said selected 
functional component module. 

The home access device (gateway) stores predefined pages for each 
functional component module. When a module is to be accessed by an external device 
55 such as a HTML browser, the corresponding pages are adapted to the current status 
parameters of the module to be controlled, for transmission to the external control 
device. 

According to the preferred embodiment, the user control protocol is HTML or 
40 JavaScript or Java. 
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According to an embodiment the home access server communicates to the 
control device a user control protocol page comprising information identifying at least 
part of discovered functional components. 

5 

Another object of the invention is a home access device for accessing a 
home network through a communication network characterized in that it comprises: 

- a protocol stack for communication through the communication network 
io with a control device for user interaction; 

- a memory for containing predefined generic user control pages for 
functional component modules; 

- means for determining functional component modules present in the home 
network, for determining parameters of said functional component modules, and for 

is updating user control pages corresponding to a selected functional component module 
as a function of the parameters of said selected functional component modules. 

Other characteristics and advantages of the invention will appear through the 
description of a non-limiting embodiment, described in relation with the figures among 
20 which: 

- figure 1 represents a display of a HTML home page for a home network; 

- figure 2 represents a display of a HTML page for VCR control;; 

- figure 3 represents a display of a HTML page for VCR programming; 

25 - figure 4 is a schematic diagram of the home network corresponding to 

figure 1; 

- figure 5 is a diagram describing the communications between a HAVi 
network target device, a home network access server and a web browser according to 
the present invention. 

30 

Moreover, five HTML scripts are given at the end of the present description. 

Although the embodiment described in the following pages concerns mainly 
a HAVi home network using IEEE 1394 serial buses as communication medium, the 
35 invention is not limited to such a specific environment. The described characteristics 
may be adapted to other home bus architectures (such as for example CE BUS) and 
other command/control paradigms such as the AV/C CTS (TA1394) or the CAL 
language. Some examples relating to AV/C CTS will also be given in order to enhance 
the description. 
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For further information relating to HAVi, one should refer to the latest 
published draft specification, i.e. HAVi 1.0 beta+, of October 23, 1998, available on the 
HAVi website (http:/ /www.havi.org) . 

For further information concerning IEEE 1394 buses, one should refer to the 
IEEE 1394 - 1995 document published by the IEEE. 

The following two possibilities can be taken into consideration for the 
implementation of the Internet Protocol (MP 1 ) in a home network: 

- The IP may be transparently carried over the home network. In that case, it 
shall follow the relevant IETF (Internet Engineering Task Force) specifications. At least 
some of the devices of the network need to carry the IP protocol stack. For IEEE 1394 
serial bus systems, the relevant working group of the IETF. is working on 'IPVersion 4* 
over IEEE 1394 (Internet draft). 

- The IP may also be terminated in the home network access device. Some 
of the advantages of this solution are that the IP stack is not required within the home 
network devices and that the home network is more secure. 

The invention is based on this second solution. 

There is currently no support in existing audio/video home network 
architectures such as AV/C CTS, CAL or HAVi home networks for access of a device 
connected to one of these networks over the internet. For example, a user may wish to 
program his VCR, connected to a HAVi network at home, using a web browser on a PC 
in his office. 

The user control paradigm within the Internet is HTML. The home access 
device (also called home access server) which is connected to the Internet (and thus 
comprises a complete IP stack), contains a HTTP server that provides the access to a 
set of HTML pages. 

The home network according to the present embodiment is HAVi based, 
although any other technology specifying a command/control protocol to control home 
equipment such as audio/video equipment may be used. 

The role of the home access server is to maintain an up-to-date view of the 
home network configuration. It means that the server maintains a HTML home page 
with references linked to each equipment present in the network. In HAVi (as well as in 
AV/C CTS or CAL), once a device is connected to the home network, any other device 
has the possibility to obtain information concerning the newly connected device. 
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According to the present embodiment, each device is identified by an icon, 
stored in the device. HAVi enables the downloading of such information from a target 
device. 

When a new device is connected to the home network, the home page 
5 proposed by the server will be updated with a new icon representing the new target 
device. 

Each icon is associated with at least one HTML page dedicated to this 
device. This HTML page is, according to the present embodiment, a predefined page 

10 that has been built in accordance with the home network architecture specification 
(HAVi, AV/C CTS...). This means that the possibilities - in terms of control - offered to 
the user through the HTML description are in conformance with the command and 
response messages described in the corresponding network specification. For example 
in AV/C CTS, the command 'PLAY 1 , destined to a recording/reproducing device such as 

15 a VCR, can be sent with a number of arguments. The home network access server 
stores a pre-built HTML page for a generic AV/C CTS VCR that will enable the user to 
access the PLAY function and specify the necessary arguments. 

For a network compliant with the HAVi - 1.0b draft specification, a HAVi 
20 "home access server" should have in memory HTML pages to provide the control of the 
specified functions of the device interface (status, power) and the following functional 
component interfaces: 

TUNER, 
25 VCR, 

CLOCK, 

A/V CAMERA, 

A/V DISC, 

WEB PROXY, 
30 MODEM, 

A/V DISPLAY, 

DISPLAY/AMPLIFIER, 

/W CONVERTER 

35 For a network compliant with the AV/C CTS - 2.01 specification, an AV/C 

CTS "home access server' should have in memory HTML pages to provide the control 
of the specified functions of the common unit (status, power) and the following sub- 
units: 
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TUNER, 
VCR 

Figure 4 shows a typical home network configuration. The network of figure 4 

5 contains a display terminal (typically a PC) connected to the Internet. The display 
terminal contains a WEB browser to allow the user to control home devices through the 
"home access device" using HTML. The level of functionalities the WEB browser has to 
include is out of the scope of this document. According to the present embodiment it is 
at least HTML compliant. It may further support such languages as Javascript or Java. 

10 The present embodiment is based only on HTML. However, the support of JavaScript 
or Java can be used to reinforce the possibilities to control some specific devices. In 
particular, it would be possible to handle asynchronous events as such the "end of 
tape" event generated by a VCR. 

The network also comprises the home access device 1 that includes the 

15 "home access server" (a HTTP server according to the present embodiment). This 
home access device is also a digital TV and, therefore, includes a display component 
and a tuner component. 

The network also comprises two other end devices as a VCR 3 and a 
camcorder 2. 

20 All devices are HAVi compliant. 

The "home access device" contains the Internet Protocol (IP) stack and 
equipment to enable connection to the Internet. Typically, "the home access device" 
could also be a cable set top box connected to a display, or any other device. Its IP 
25 stack would typically comprise: 

• a cable modem 

• IP 

• TCP/UDP 

• HTTP 

30 

HTTP (1.1 - RFC 2068) is a simple command/response based protocol. Two 
objects are involved in HTTP: the client, sending a command, and an origin server 
receiving the command and sending back a response. By extension, a HTTP server is 
called a WEB server. 

35 The most used command is GET <URL> where the Uniform Resource 

Locator points to the object to be obtained. This reference comprises two parts: the first 
points to the server equipment and the second points to the object concerned by the 
command. This target object can be an existing object such as a HTML script or a bit- 
map or any other type of object. The object reference can also point to something that 
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has a meaning for the WEB server but does not represent any Year object. This 
mechanism is used for instance in an HTML script to signal to a WEB server that the 
user just selected an icon: the HTML script associates this icon with a URL which will 
be sent to the WEB server (through the GET command) when the user 
5 selects/activates the icon. 

A URL reference can include parameters as a command from upper layer 

protocols. 

io The "home access server" offers the access to the up-to-date home page. 

An example of such a home page is given by figure 1. This home page corresponds to 

the network of figure 4. 

The corresponding HTML page is defined by Script 1 (see below). Each time 

a new device is added to the network the "home access server" updates this home 
is page script by adding the appropriate line(s). 

The line corresponding to the VCR 3 is: 

"<A href="havivcr"><IMG src="tvicons/photovr91 1 ht_sm.gif" width="1 50 ,r 
height="44 M alt="Thomson hz2 VCR M ></A> 

20 

- "tvicons photovr91 1 hf_sm.gif is the (relative) reference to a picture (icon) 
representing the new device type. Internally, the "home access device" makes an 
association between this icon and the, home network address of the device (the 
SEID/GUID identifiers for HAVi). This icon has previously been obtained by the "home 

25 access server" from the target VCR device itself through the appropriate HAVi 
mechanism. In a HAVi network, during the device discovery process, any device can 
obtain the names from the 1394-1995 ROM memory of the new device. 

- "havrvcr" is the (relative) reference that will be sent to the "home access 
30 server", when the user selects the VCR icon. It corresponds to the first HTML page 

allowing the control of the chosen device. This reference must be unique in this page. 
Thus, if a second VCR is connected to the network, the "home access server" will add a 
new line, for example as follows: "<A href="havivcr2"><IMG 
src= m 1vicons/photovr91 1 hf_sm.gif" width= n 150 ,r height= w 44 n alt="RCA YY VCR n ></A>". 

35 

- "Thomson hz2 VCR" is the name of the device of the functional component. 
This name has been previously obtained by the "home access server" from the target 
device itself through HAVi or lower layer mechanism. In a HAVi network, during the 
discovery process, any appliance can get these names from the 1394-1995 ROM 
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memory of the new device. It is also possible to get this information - in a HAVi network- 
through the registry service where ail network components (device, functional 
components, application) are registered. 

5 Each time a device is removed from the home network, the "home access 

server" updates the home page script removing the corresponding line. 

According to a variant embodiment, the "home access server" offers access 
to a number of its own applications through the home page. 

10 

The "home access device" stores a number of predefined generic HTML 
page sets. According to the present embodiment, it stores one set for each type of well- 
specified components (for HAVi, these components will be TUNER, VCR, CAMERA, 
DISC,...). Script 2 shows the first HTML script of the generic set that allows the control 

is of a VCR type component. This page is downloaded by the web browser (of the Internet 
display device), once the user selects the icon representing this equipment (Figure 1). 
Of course, the VCR page set could provide the access to all specified functionalities of 
the HAVi VCR as described in the specification (HAVi 1.0Beta+ - chapter 6.2). 
However, it is up to the designer of the "home access server" to decide whether to offer 

20 the access to only a subset of these functions (offering the remote access of the 
"ejectmedia" capability for ejecting the tape may make no sense for a VCR in the 
present context), or to all functions. 

The "home access server" has to handle the situation where two devices (or 
25 more) of the same type are present on the home network. Since it is the same HTML 
script (Script 2) which will be sent for several devices of the same type, the "home 
access server" needs to make the association between the HTTP commands and the 
different target devices. This association is made when the user select the device from 
the home page. 
30 The "home access device" will identify: 

- the user through the IP address of the display device he is using; and 

- the target device to be controlled due to the association between the icon 
selected by the user and the home network address of the associated device. 

35 As an example, we will consider the already mentioned case of a user 

wanting to program his VCR from an office PC. Figure 5 details the step-by-step 
process that permits to track the different protocol interactions between the user agent 
(the WEB browser), the "Home access server" and the target device (the VCR). 
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First, the user has to contact his home through his WEB browser. As shown 
in the 'Address' field of Figure 1 , the user enters his home page reference. The WEB 
browser then sends a HTTP command over the Internet protocol stack to the "home 
access server". This command is the HTTP GET command as described above. 
5 As previously described, the "home access server" maintains a home page 

according to the architecture of the home network it is connected to. Therefore, once it 
receives the HTTP GET command, it can send back the GET response that contains 
the HTML script of the up-to-date home page (see end of step 1, figure 5). 

10 The user then selects the VCR icon (or bitmap). The attached URL ('havivcr*) 

is sent to the "home access server" via a HTTP GET command. Before sending back 
the HTML script to allow VCR control, the "home access server" has to determine the 
status of the VCR (e.g. the VCR can be either in PLAY mode or in REC mode or 
another mode). The HAVi command "GetMediaTransport" is used to obtain this status. 

is According to the result of this command, the "home access server" will send back the 
corresponding VCR control HTML script: 

If the VCR is in PLAY mode, the HTML script to be sent should reflect this 
status. For example, the 'STOP icon' (see figure 2) may be displayed in a certain way to 
show that it may be activated. 

20 For our scenario, we assume the VCR is in stand-by mode. Therefore, the 

returned 1 HTML script corresponds to the Script 2, and the corresponding: HTML page is 
that of Figure 2. 

In this example, the VCR generic home page gives the access to five basic 
25 functions: Play, Fast Forward, Rewind, Stop and Record, as well as the programming 
tool used to select a television event to be recorded. 

According to the present example, the first action decided by the user is to 
rewind the tape. He consequently selects the Rewind icon. The WEB browser then 

30 sends the HTTP GET command linked with the "vcnw" reference as URL (as detailed in 
the HTML Script 2). 

The "Home access server" then sends the VCR FAST REVERSE HAVi 
command to the target. Once the command is complete, the "Home access server" will 
send back, as HTTP response, the HTML page referenced by "vcrrw" (see Script 3). 

35 According to the status embedded in the HAVi response, the "Home access server" will 
first update the page with the result of the REWIND action ('success' or failure' for 
example). 
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The next user action consists in programming the VCR to record a movie, 
today, at 6pm, the program source being the digital TV. The WEB browser sends the 
HTTP GET command linked with the "vcrprogram" reference as URL (as described in 
the HTML script 2). The "home access server" sends back the corresponding HTML 
5 script that allows a user to program the VCR. The relevant script is Script 4, while the 
corresponding display is that shown by figure 3. 

The user enters the information as presented above and confirms by clicking 
on the 'Confirm' button. The information is sent to the "home access server" through the 

10 GET URL command as described in the chart of figure 5 (step 5). The "home access 
server" then calls the HAVi resource manager to schedule the action. As specified in 
the HAVi specification, the resource manager will check the availability of the target for 
the scheduled time, the required bandwidth, etc. 

Once the HAVi scheduled action is acknowledged, the "home access 

15 server", according to the status embedded in the HAVi response, will send back to the 
client (WEB browser) the HTML page which contains the result of the VCR 
programming (see Script 5). 

v Advantages of the invention: 

20 

- Allows the control of the "non IP" in-home network devices from the 

Internet. 

- Only the "home access device" is IP (Internet + HTTP + HTML) aware. The 
Internet protocols like HTTP, HTML are often updated. The consequence of this 

25 advantage is that is that the home network devices are not concerned by these 
changes. The "home access device and, thus, the "home access server" are only 
concerned by the Internet protocol updates. The devices themselves store neither the 
IP stack, nor HTML page components. 

- This invention is valuable for all well-known Audio Video command 
30 languages such as: AV/C CTS, CAL and HAVi. 
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- Script 1 : home page HTML script 

<HTML> 

<HEAD><TITLE> home network homepage </TITLE></HEAD> 

5 

<BODY bgcolon*"#ffife6" text= H #QOOOOO" 
link="MOOOO" alink="#rT0080" vlink="#fdca42"> 

<CENTER><H1>Welcome to the MrDupontHome </H1></CENTER> 

10 

The following devices are currently available 
<HR> 

<IMG src="tvicons/photocc6371_sm.gif width="1 50" height="1 19" alt="RCA 
xyz Camcorder^ 

15 <IMG src="tvicons/photof27242gy_sm.gir width="138 K height="1 50" a«=" 

Telefunken Wxxt Digital TV"> 

<A href="havivcr J *><IMG srv="tvicons/photovr911hf_sm.gir width-"150" 
height="44" alt=Thomson hz2 VCR"></A> 

20 </BODY> 
</HTML> 
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- Script 2: VCR home page : generic HTML script 



<HTML> 

<HEAD><TITLE>VCR home page</TlTLE></HEAD> 
<BODY bgcolor="#ffffe6" text="#000000" 
Iink="#ff0000" alink="#ff0080" vlink="#fdca42"> 

To <A href="vcrprogram">Program</A> my VCR 
<SELECT size=1 name="Video Source"><OPTION selected> From the 
Telefunken Wxx1 Digital TV<OPTION>from the RCA xyz Camcorder</SELECT> 
<CENTER><TABLE width=80% height=100%> 
<TR><TD> 

<CENTER><H1 >VCR CONTROL</H1 ></CENTER> 
<CENTER><TABLE border=1 width="90%"> 

<TR> 

<TD><IMG src="tvicons/stop20.gif ' width="24" height="22" 
alt="STOP"></TD> 

<TD><A href="vcrplay"><IMG src="tvicons/01 0play.gif width="24" 
height="22" alt="PLAY"></A></TD> 

<TD><A href="vcrff>«IMG src="tvicons/01 Ofasts.gif' width="24" height="22" 
alt="FAST FORWARD"></A></TD> 

<TD><A href="vcrrw">«IMG src="tvicons/0 10slows.gif width="24" 
height="22" alt="REWIND"x/A></TD> 

<TD><A href="vcrrec"><IMG src="tvicons/record.gif ' width="24" height="22" 
alt="RECORD ,, x/A></TD> 
<fTR> 

</TABLE></CENTER> 

</TD></TR> 

<TR><TD> 

<CENTER><A href="havihome"><IMG src^tvicons/exitoa.gif width="36 M 
height="34 M alt="HOME PAGE"></A> to go back to the home page</CENTER> 
</BODY> 
</HTML> 



35 
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- Script 3: REWIND result HTML script 

<HTML> 

<HEAD><TITLE>VCR REWIND page</TITLE></HEAD> 

<BODY bgcolor="#ffffe6" text="#000000" 
Iink="#ff0000" alink="#ff0080" vlink="#fdca42"> 
<CENTER><H1>VCR CONTROL</H1></CENTER> 
<CENTER> 
<TR> 

<TD><H2>The tape is rewinded</H2></TD> 
<TD><A href="havivcr">return to the VCR front panel 

</TR> 

</CENTER> 
</TD></TR> 
<TR><TD> 

<CENTER><A href ="havihome"><IMG 
src=Tile:///E:/htmleditore/tvicons/EXIT02.gr width="36" height="34" aft="HOME 
PAGE"></A> to go back to the home page</CENTER> 

</BODY> 

</HTML> 



- Script 4: VCR programming form : HTML script 

HTML> 

<HEAD><TITLE>VCR program page</TlTLE> </H EAD> 
<BODY bgcolor="#ffffe6 M text="#000000 M 
Iink~"#ff0000" alink^WJOSO" vlink="#fdca42 ,, > 
<FORM METHOD="GET* ACTION^crprogramend "> 
<TABLE BORDER=0 CELLSPACING=0 CELLPADDING=8 
W1DTH="70% ,, ><TR VALIGN=TOP><TD> 

! <CENTER><H1>VCR PROGRAMMATION</H1 ></CENTER> 

<CENTER> 

<TABLE BORDER=0 CELLSPACING=0 CELLPADDING=2> 
<TR><TD ALIGN=RIGHT><FONT SIZE=3 FACE="Arial, Helvetica"> 
CHANNEL</FONT></TDxTD ALIGN=RIGHTxSELECT size=1 
name="Content"><OPTION selected>Current channel<OPTION>Channel 1 
<OPTION>Channel 2 
<OPTION>Channel 3 



WO 00/76130 



PCT/EP00/05015 



<OPTION>Channel 4 
<OPTION>Channel 5 

<OPTION>Channel 6</SELECT><rTD></TR> 

<TR><TD ALIGN=RIGHT> 

<FONT SI2E=3 FACE="Arial, Helvetica"> 

START TIME</FONT></TD><TD><INPUT TYPE=*TEXT' NAME="start" 
SIZE=14></TD></TR><TR><TD ALIGN=RIGHT> 

<FONT SIZE=3 FACE="Arial, Helvetica"> 

END TIME </FONT></TD><TD><INPUT TYPE='TEXT NAME="end" 
SIZE=1 4></TD></TR> 
<BR> 
<TR><TD> 
<CENTER> 

<FONT SIZE=3 COLOR="#FF000<r FACE="Arial, Helvetica"> 

<INPUT type= n submif value="Confimi"> 

<INPUT TYPE="RESET' VALUE="CLEAR"> 

</FONT> 

</CENTER> 

</TD></TR><n-ABLE> 

</FORM> 

<TABLE BORDER=0 CELLSPACING=0 CELLPADDING=0 
WIDTH="70%"><TR VALIGN=TOP><TD> 
<CENTER> 

<A href="havihome"><IMG src="tvicons/exit02.gif* width="36" height="34" 
alt="HOME PAGE"></A> to go back to the home page</CENTER> 
</TD></TRx/TABLE> 
<BR><BR><BR> 
</CENTER> 
</BODY> 
</HTML> 
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- Script 5: Figure 1 - VCR programmation: resulting HTML script 

<HTML> 

<HEAD><TITLE>VCR End of Schedule programming</TITLE></HEAD> 

5 

<BODY bgcolor="#ffffe6" text="#000000" 
Iink="#ff0000" alink="#ff0080" vlink="#fdca42"> 
<CENTER><H1>VCR CONTROL</H1></CENTER> 
<CENTER> 
10 <TR> 

<TD><H2>The programming is done</H2></TD> 
<TD><A href=*'havivcr">return to the VCR front panel 

</TR> 

15 </CENTER> 
</TD></TR> 
<TR><TD> 

<CENTER><A href ="havihome"><IMG 
src= , Tlle:///E:/htmleditors/tvicons/EXIT02.gif , width="36" height="34" alt="HOME 
20 PAGE"></A> to go back to the home page</CENTER> 
</BODY> 
</HTML> 
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Claims 

1. Method for controlling devices in a home network by a control device 
5 through a home access server, characterized in that it comprises the steps of: 

-providing, in the home access server, a plurality of generic user control 
protocol pages for each functional component type defined by the home network 
specification; 

-discovering, by the home access server, of functional components modules 
10 in the home network; 

-upon selection of a functional component module through the control 
device, instantiation of generic user control protocol pages corresponding to said 
selected functional component module as a function of parameters of said selected 
functional component module. 

15 

2. Method according to claim 1, wherein said user control protocol is HTML 
or JavaScript or Java. 

3. Method according to one of the claims 1 or 2, wherein the home access 
20 server communicates to the control device a user control protocol page comprising 

information identifying at least part of discovered functional components. 

4. Home access device for accessing a home network through a 
communication network characterized in that it comprises: 

25 

- a protocol stack for communication through the communication network 
with a control device for user interaction; 

- a memory for containing predefined generic user control pages for 
functional component modules; 

30 - means for determining functional component modules present in the home 

network, for determining parameters of said functional component modules, and for 
updating user control pages corresponding to a selected functional component module 
as a function of the parameters of said selected functional component modules. 
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